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1 Introduction

Artificial neural network is widely used for classification, when we talk about neural network classifier,
we often refer to the parameters in the network. It is very important to know whether a classifier is
reliable or not, in other words, whether it is robust with respect to inputs. This induces the problem to
verify the robustness of a given classifier, that is, if we perturbate the inputs a little, the output should
not be different. In fact, people have already discovered many adversarial examples [14] (instances with
small, intentional feature perturbations that cause a machine learning model to make a false prediction)
in neural networks. Historically, when adversarial example occurs, people tried to propose defenses based
on transformations of test inputs [12], but the defense was broken in only five days [I]. Therefore, there is
need for a systematic method allowing one to handle this problem. The task of this report is to deal with
such robustness certification problems in neural networks using polynomial optimization tools. In [I7],
the authors translate this kind of problem into a quadratically constrained quadratic program (QCQP)
and used the semidefinite programming (SDP) relaxation (an SDP with larger feasible domain and easier
to solve) to get an upper bound of the optimal value of QCQP [17]. In Section we will see that the
certification task is indeed to identify whether the optimal value of an optimization problem is negative
or not, so that if we get a negative upper bound of the optimal value, we could still certify robustness.
What we use in this report is actually also a method relying on SDP, but with a finer approximation
and convergence garantee. We propose a hierarchy of SDPs which gives a better upper bound than in
[17] if the size of the SDP constraints is large enough.

1.1 Motivation

Although artificial neural network is powerful in many areas, the classifiers have been shown in some
cases to fail in the presence of small adversarial perturbations of inputs [5]. A typical example is displayed
in Figure[I] the original picture is a panda, we add a tiny perturbation to it and get a new picture which
is visually exactly the same (a panda). However, the classifier we trained says that the new picture is
a gibbon with high confidence. Such adversarial examples make machine learning models vulnerable to
attacks. For instance, a self-driving car crashes into another car because it ignores a stop sign. Someone
had placed a picture over the sign, which looks like a stop sign with a little dirt for humans, but was
designed to look like a parking prohibition sign for the sign recognition software of the car.

i sign(VJ(9,2,y)) esign(V,J (6, x.y))
“panda” “nematode™ “gibbon”
57.7% confidence 8.2% confidence 99.3 % confidence

Figure 1: An adversarial example in deep neural network (Chapter 6.2, [14])



Since the discovery of such adversarial examples, it becomes critical that we examine not only whether
the systems do not simply work “most of the time”, but which are truly robust and reliable. Although
many notions of robustness and reliability exist, one particular topic in this area that has raised a
great deal of interest in recent years is that of adversarial robustness: can we train classifiers that are
certifiably robust to all attacks within a fixed attack model? There are many approaches to certify
robustness of neural networks, for many of which we construct convex relaxations in order to obtain an
upper bound on the worst-case loss (which is the maximum of an optimization problem) over all valid
attacks [2] 211 201 26, 25] 27, 29] - this upper bound serves as a certificate of robustness.

1.2 Related works

The mechanism to deal with such kind of certification problem is translating the ReLU equality (ReL.U
is the activation function in the neural network, ReLU(z) = max{z,0}) into a system of polynomial
equations. In this report, we mainly refer to [I7], where the authors use SDP relaxation to get an upper
bound approximation of the robustness certification problems. The reason why people often relax a
non-convex optimization problem to an SDP is because there are many existing solvers and toolboxes
in different computer languages, which provide us an efficient way to solve it. The authors in [17] use
the YALMIP toolbox [11] with MOSEK solver [I5] to solve this convex program on a 4-core CPU, and
compare the results with different robustness training techniques (SDP-cert [17], LP-cert [28], Grad-cert
[16]) in different neural networks (Grad-NN [16], LP-NN [28], PGD-NN [I3]). The SDP-cert provides
non-vacuous certificates for all networks considered, and consistently performs better than both LP-cert
and Grad-cert for all three networks.

1.3 Owur contribution

We will see later that the SDP relaxation in [I7] is in fact the first order moment relaxation in the
framework of Lasserre’s hierarchy [6]. In our work, we will do the similar comparison as in [I7], the
improvement is that we will use a higher order SDP relaxation to get a finer bound on the optimization
problem. So that if we increase the order of moment relaxation, we will always get a better result, the
only problem is the computational cost when we deal with networks with large number of neurons (for
example, in [I7], the authors use neural networks with more than 500 neurons). That is the reason why
we need sparsity patterns and propose structured SDP relaxations (the dense relaxation the sparse
relaxation the squared-constraint sparse relaxation and the heuristic relaxation .

For this report, we only consider fully-connected neural networks as discussed in [I7], but more
complicated networks such as convolutional neural networks (CNN) can be considered in the future
work.

1.4 Successful applications

The idea to transform a polynomial optimization problem (POP) into an equivalent quadratic opti-
mization problem can be traced back to Shor [19]. There are already many successful applications of
Lasserre’s hierarchy: the optimal power flow (OPF) problem [4], the max-cut problem [9], etc.

2 Preliminaries and Problem Statement

2.1 Fully-connected neural networks

Consider a fully-connected multi-layer neural network, where we are interested in classification. Suppose
we have an input x € R and L hidden layers. For each hidden layer ¢ = 1,..., L, we associate a
triple of parameters (A;,b;,0;), where A; € RPi*Pi-1 ig the so-called weight matrix, b; € RP: is the
bias, and o; : RPi — RP: is the activation function. We denote by z; € RP: the activation vector at
layer i, i.e. x; = o;(A;zi_1 + b;) with x¢ := x. Suppose we have k classes, we denote by F(z) € R* the
vector in the softmax layer where the score of each label is assumed to be a linear combination of the
last activation vector, i.e., F(x); = clxyp for j =1,...,k and for some c; € RPL. The final output y is

J
the label assigned to the input = with the highest score, i.e. y = argmax;—; _; F(z);. See Figure
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Figure 2: Fully-connected neural network, L = 3,pg = 4,p1 =p2 =p3 =05

2.2 Robustness margin certification problems (RMCP)

Now suppose we have already trained a network with parameters W = (A1,b1;...; A, br; ¢), here we set
the activation functions as ReLU, i.e. o;(x) = ReLU(x) = max{z,0}. For a given input z, we denote by
Fy () the output of x with respect to the network W. Fixing the parameters (note that we do not care
about the weights we obtained, they could be anything else), we want to study the robustness of this
network with respect to the given input Z and classification g, that is, if we vary the input x in a small
neighborhood of Z, will we get a different classification y? Or equivalently, for x close to Z, does there
exist some y # y such that Fyy(z), > Fi(Z)z? In this paper, for simplicity, we focus on the inputs that
are bounded in the I norm (i.e. ||z||cc = max; |z;|, but any other distance function using polynomial is
possible). Let € > 0, denote by B(Z,¢) the ball centered at Z with radius €, then the problem is to solve
the following optimization problem

ly(z,9) = L Fyw (z)y — Fw(Z)y

for every y # 3. We say that a network is certifiably robust on (z,y) if ;;(Z,9) <0 for all y # 3. The
robustness margin certification problem (RMCP) can be written as the following optimization
problem

)T

max  Fyy(z)y — Fw(z)y = (¢y — ) a1

¢ {l’z = ReLU(AiIl;l + bl),Z =1,...,L;
S.t.

|z — Z||oo < €.

2.3 Polynomial optimization problem (POP)

A general polynomial optimization problem in n variables takes the form

Jnf  flx)
(%) >0,i=1,...,p;

S.t. f’L(X) = 077’. 17 7p7 (POP)
9i(x)=0,j=1....q

where f, {fi}}_, {g; }521 are polynomials in n variables. This is a special case of nonlinear optimization
problem where ojective function and all constraints are polynomials. In particular, by adding g; > 0
and —g; > 0, we may drop the equality constraints g; = 0 and assume that we have only inequality
constraints f; > 0.

2.4 RMCP as a polynomial optimization problem (POP)

In [I7], the authors set b; = 0 and use the two following analytic equalities:

ala—b) =0
a>0,a>b

b<a<c<=(a—b)(a—c)<0<=a®>< (b+c)a—be (2)

a = max{b,0} <~ {



so that the RMCP can be rewritten as

max chL

. zi(x; — Aixi—1) = 0,2 > Ajxi—1, 2, > 0,i=1,...,L, (3)
s.t.

x? ) < (lim1 4+ wim1)wimy — liquwi—1,i=1,..., L.
where g = Z—¢,ug = T+eand l; = (Ai)+li_1—(AZ~)_ui_1,ui = (Ai)+ui—1+(Ai)—li—1 fori=1,...,L—1.
In this paper, we also use the equivalence (|1)), while we keep the inequality ||z — Z||o0 < €, so that we get
another form of RMCP

max clz L
T,z

Zi—Ail‘i,1—biZO,izl,...,L;
st. Sxi(x; —2) =02 > z5,2; >0,0=1,...,L;

—e<x—x<Le.

Here we introduce new variables z; in order to create affine constraints z; — A;z;—1 —b; = 0 and constraints
xi(x; — 2zi) = 0,2 > 2z;, x; > 0 with only 2 variables.

2.5 Example of SDP-relaxation

This section is the SDP-relaxation the authors use in [I7]. Notice that there are quadratic constraints
xi(z; — Ajxzi—1) = 0 in RMCP, so that this problem is non-convex and NP-hard [I0] in general. The
main idea is to introduce an SDP relaxation which can be run efficiently with computer. Recall that an
semidefinite programming (SDP) is a subfield of convex optimization concerned with the optimiza-
tion of a linear objective function over the intersection of the cone of positive semidefinite matrices with
an affine space. Here, a symmetric n x n real matrix M is said to be positive semidefinite if the scalar
2T Mz is strictly positive for every non-zero z € R™. Generally, an SDP has the following form:

i C, X)sn
Inin - {C, X)s
¢ <Ak,X)§n§bk,k:1,...,m;
s.t.
X = 0.
where S denotes the the space of all n x n real symmetric matrices, and (-, -)s» is the Frobenius product
inS™ Let v:=[127 27 ... 21]7 and P := vvT, we use symbolic indexing P(-) to denote the sub-blocks
of P, i.e.
r1) Pt Pl ... P@i)]
P(z) P(x2T) Pzzt) ... P(azl)
p— | P(x1) P(xa?) P(zal) ... P(x12?)
| P(zy) P(zpa?) Pxpel) ... Pzpa?)]

Then, the RMCP (3)) is equivalent to

max ¢! P(zp)

Pesn
diag(P(z;z])) = diag(A; P(zi—12])),i=1,..., L;
P(l‘l) > AZP(CCZ_l),P(JIZ) > O,i = 1, . . .,L;
s.t. . T .
dlag(P(a:i_la:i_l)) < (li—l + ui_l)P(xi_l) — li_lui_l, 1= 1, - ,L;

P(1)=1,P » 0,|rank(P) = 1|

The constraint rank(P) = 1 makes the problem non-convex, and the typical way to relax it to a convex
SDP is by dropping the rank-1 condition of P. Then the SDP relaxation of the RMCP can be written



in terms of the matrix P as

max ¢! P(xp)

diag(P(z;zl)) = diag(A; P(vi—127)),i =1,..., L;
ot P(Qj‘z)ZAZP(.Cszl),P(Qj‘z)ZO,Z:L,L,
| diag(P(xic12] ) < (limt + uim1) P(wic1) — licqui—y,i=1,..., L;

P(1)=1,P = 0.

From now on, we call this SDP relaxation the SDP-cert relaxation in order to distinguish from the SDP
relaxations we will introduce soon.

3 POP and further SDP Relaxations

Before introducing the SOS decomposition and the SDP relaxation, we give a brief overview of the
relaxation methods we use in our optimization problem. As already discussed in the previous section,
we have the RMCP

max cTa:L
x,z
Zi—Aixifl—bi:O,i:L...,L;
st. Sxi(r; —2)=0,2; > z;,2; >0,0=1,...,L; (RMCP)
—e<x—zx<Le

For the following discussion, we always refer to the above (RMCP)) as the robustness margin certifica-
tion problem. We also use an equivalent version of the RMCP, where we introduce squared constraints
to replace the affine equalities:

max CT:L'L
x,2

|2i — Aizio1 — b)) || =0,i=1,...,L;
st. Swi(w; —2z)=0,2; > zj,x; >0,i=1,...,L; (SC-RMCP)

—e<zrx—x<e.

and we call this problem squared constraint RMCP . We explore some sparsity patterns
for each of the two and models: the dense relaxation (DR) is the method
without sparsity [6], the sparse relaxation (SR) is the method with sparsity (which satisfies the
running intersection property, see Section [7], the squared-constraint sparse relaxation (SCSR)
is a variant of sparse relaxation which reduces the order of localization matrices (see Section of the
constraints with large number of variables, and the heuristic relaxation (HR) is the method we
proposed in order to handle this specific RMCP. The subsections describing the framework of these
methods are indicated in the following table:

Dense | Sparse | SC-Sparse | Heuristic

RMCP - -

SC-RMCP | - -

We list the computational cost and convergence behavior of each method, to give to the reader a
general intuition why we need to explore sparsity in the relaxation methods. In the table, for general
POP, n denotes the number of variables in the model, d denotes the order of the relaxation methods
(see Section , p denotes the number of inequality constraints, g denotes the number of equality
constraints. Sparsity in POP relies on separability patterns of the constraints encoded by a set of cliques
(or subsets) of variables. We denote by I, C {1,...,n} the clique number k, for k = 1,...,m, where m
denotes the number of cliques. We use ny := |Ij| for the cardinality of clique number k. For instance,
f = xi1x9 + x9x3, here n = 3, m = 2, we can define the cliques Iy = {1,2}, I = {2,3}, and then
z1x2 € R[xp, |, w23 € R[xp,]. We translates these quantities in the context of RMCP problems for a
given deep network architecture, p; denotes the dimension of the i-th activation vector in our neural
network, for ¢ = 1,..., L where L denotes the number of layers in the network.



Relax. methods for general POP for RMCP Conv.
size of SDP | # of SDP cstr. | size of SDP # of SDP cstr.
Dense ~ d" ~p+q ~ dXiPi ~4Y . pi+po yes
Sparse ~ maxy, d"* ~Nm+p+gq ~ max; dPi ~4y . pi+po+ L yes (RIP)
SC-sparse ~ maxy d"* ~m-+p ~ max; dPi ~3) ,pi+po+ L not known
Heuristic < maxy, d"** >m+q ~ d? <>,p7+3>,pi+po | not known

The size of SDP constraint is a computational bottleneck. For example, for a positive semidefinite
matrix P € R™*™, the size of P is n, and we have n? unknown variables in P. Normally, when the
size of SDP matrices are larger than 10%, a typical laptop has a severe burden on solving SDP. For the
netwoks considered in [17], we have more than 500 variables (n > 500), so that even for d = 2, it is
out of reach. The game of using sparsity is to trade off between the size of SDP constraints and the
number of SDP constraints. For dense relaxation, the computation is out of reach even for order 2, so
that sparsity is really needed in implementation. But for fully-connected networks, the sparse relaxation
method proposed in [7] still requires a lot of computation, we have to push it further (squared-constraint
sparse and heuristic relaxation).

In our framework, we actually use a system of SDPs to approach the exact value. The convergence
here means that the optimal value of the system of SDPs converges to the exact solution of the original
problem. Otherwise, it still converges but to some value different from the exact solution. By adding
localization constraints (M2 — ||z||? > 0), the dense relaxation is convergent, we refer to [6] for its proof;
under RIP condition, the sparse relaxation is also convergent, we refer to [7) [22] for its proof, [23] for the
SparsePOP software, and [3] for the Gloptipoly software; the convergence proof of squared-constraint
relaxation is stated in Appendix Beyond convergence, all the described relaxations provide valid
numerical upper bounds for the RMCP problem and hence can be used for certification of adversarial
robustness, even though we do not have a proof for squared-constraint sparse relaxation and heuristic
relaxation.

Now we start the story of SOS and moment relaxations.

3.1 Duality between sum-of-square (SOS) and SDP
Positivity certificates

Suppose we have a polynomial in n variables f € R[x], how can we check if f(z) > 0 for all z € R"?
Assume that f can be written as a sum-of-square (SOS) of polynomials, i.e. f = Zle f?, then it
is obvious that f is always non-negative. The converse is not always true: a non-negative polynomial
cannot always be written as a sum of squares. A famous example is the Motzkin polynomial p(z,y) =
ohy? + 2%y — 322y + 1, p(z,y) is non-negative but it is not a sum of squares of polynomials [I8].
Nevertheless, we may find some positivity certificates on a compact semi-algebraic set (a subset of R"
which is defined by several polynomials). Suppose we have K C R" defined by

K:={xeR":gj(x)>0,j=1,...,m} (4)
which is compact, we introduce the following certificate due to Schmiidgen:

Theorem 3.1. (Schmiidgen’s Positivstellensatz [8, Theorem 2.13])Let K C R™ be as in ({]). If
f € R[x] is strictly positive on K, then

f= > o

JC{1,.m)
where a5 is SOS and g5 = [[;c;9; for all J C {1,...,m}.

The drawback of Schmiidgen’s Positivstellensatz is that there are exponentially many SOS terms,
actually, under certain assumptions, we can improve Schmiidgen’s results. First, let us introduce some



notations in order to simplify the statements. Associated with the family g; C R[x], define
k
S[x] = {fo,fi € R[x],i = 1k}
i=1
k
aled = { X 42,5 € Rixl deg(f) < i = 1.,
i=1

Qg) == {Ug+20jgj:0j € X[x],Jj :O,...,m}

j=1
m
Qd(g) = {UO + ZUJgJ - 05 € Zd[x]aj = Oa v 7m}
j=1
Assumption 1. There ezists u € Q(g) such that {x € R™ : u(z) > 0} is compact.

Theorem 3.2. (Putinar’s Positivstellensatz [8, Theorem 2.15]) Let K C R" be as in ({]). Under
Assumption[d], if f € R[x] is strictly positive on K, then f € Q(g), i.e.

m
f=o00+Y 059,
i=1

where 0j € ¥[x],7 =0,...,m.

In particular, if we take ups(z) = M? — ||z||?, with M = sup{||z|| : * € K}, add uy; to the SOS cone
Q(g), then uys satisfies Assumption For a compact set K, we can always ensure that uy; € Q(g),
yielding the following corollary:

Corollary 3.3. Let K C R™ be as in ({]). Select some M > 0 such that ||z*|| < M and assume that
g1(x) = M? — ||z||%. If f € R[x] is positive on K, then f € Q(g), i.e.

m
f=o00+Y 059,
j=1
for some o € X[x],j =0,...,m.

Lasserre’s Hierarchy[6]

Computing f* = infycx f(x) is equivalent to solve sup{t € R: f(x) — ¢t > 0,Vx € K}. The idea is then
to apply Corollary 3.3 to reformulate this problem as

inf f(z) =sup{t: f—-teQg)}. (5)

rzeK

Let us consider the following relaxation

(f2") =sup{t: f —t € Qa(g)} (6)

of (5) and show that this relaxation is an SDP.
Let f(x) = ZQGN? faz® be a polynomial of degree r with n variables, define f = (fy)aeny and

v () = [1, 21, T2, ..., Ty 23, 2120, ..., 22, ... 2l ] T

be the vector of basis in R[x]*"), s(r) = <n j: T>, then f(z) = fTv.(z). An SOS polynomial of degree
at most 2d can be written as o = vg(z)T Qug(z) with @ = 0. Then (5) can be written as

sup ¢
t,Qj

.t T 04(z) — t = va(z)" Qova() + 271, 9j(2)va—w; ()" Qjva—w, (2);
1@ =0,i=0,...,m.



where w; = deg(g;)/2. let y = {y;}; - be the infinite sequence with y; = 1, and {yz}f(zdl) = vq(x) for
all d > 1. Define the moment matrix M,(y) = va(z)vg(z)?, and the localization matrix (of g;)
My, (955) = 9;(2)Vd—w, (T)Va—w; (z)T where w; = deg(g;)/2. Notice that

va(x)" Qova(z) = (Qo, va(z)va(2)") = (Qo, Ma(y))

95(2)vd—w, ()T QjVd-w, (2) = (Qj, 9 (2)Va-u; (€)va—w,; (2)") = (Qj, Ma(gs¥))

so that we get an SDP problem

sup ¢
t7Q

7y —t = (Qo, Ma(y)) + X7 1(Qj, Ma—ws, (9;%))3
y(1)=1,Q; =0,7=0,...,m.
This is exactly the dual of SDP problem

inf Ty
)

o JMaly) Z0.y(1) = 15
Md—wj(gjy) = 07] = 1a ceey .

we call the above system Lasserre’s hierarchy of SDP relaxations. In particular, if we set d = 1, i.e.
we obtain the so-called first order moment relaxation, yielding

inf Ty

Yy

o M) =0y(1) =1
Ly(g]) iov,]:]q,m

which is exactly the SDP relaxation in [I7]. For the same initial problem, as long as we use a higher
moment relaxation, we are sure that we may get a better result compared to SDP-cert method.
Define the Riesz linear functional of f as Ly(f) = fTy, and let

(P =inf{Ly(f) : y(1) =1, My(y) = 0, My, (gjy) = 0,5 =1,...,m} (7)
with the dual

(fiy =sup{t: f —t € Qu(9)}. (8)

By weak duality, we have (f}1)* < (pi)* < f*. From [6, Theorem 3.4], we can successively approximate
the optimal value f* of our original problem with Lasserre’s hierarchy of SDP relaxations.

Theorem 3.4. As d — +oo, we have (py)* T f*, and, when d is sufficiently large, there is no duality
gap between the moment relazation problem and its dual, i.e. (f}1)* = (p}!)*.

Next, we consider different moment relaxations of (RMCP)).

3.2 Dense relaxation (DR)[6]

First of all, we explain how the method applies in a general polynomial optimization problem as (POP).
We have the following moment relaxation:

inf Ly (f)

y
My(y) = 0,y(1) = 1;
st. § My_o,(fiy) =0,i=1,...,p;
Md—Tj (g]y) = 05.7 = 17 <o (.
In this case, the moment relaxation involves a positive semidefinite matrix My(y) which is of size
n+d
d

mially with the relaxation order. Therefore, the dense relaxation is often out of reach especially when
the order of relaxation is greater than 2. We need some sparsity structure to improve it.

~ d" when the number of variables n is fixed. Thus, the computational cost increases polyno-



3.3 Sparse relaxation (SR)[7]

Due to the computational complexity of dense relaxation, we need some sparsity property in our target
POP. Assume that the set of variables in POP can be divided by several cliques, which are indexed by I,
k=1,--- ,m,ie {1,---,n} = U 1. Each polynomial constraint involves only the variables indexed
by a certain clique, i.e. f; € R[xy, ] for some k(i) and g; € Rlxy, ] for some k(j). We assume that
those I}, satisfy the Running Intersection Property (RIP): for every k=1,...,m — 1,

k
I N U I; C I, for some s < k.
j=1
The RIP condition is used to ensure that the sparse relaxation is convergent. If the cliques do not satisfy
RIP, we can still run the SDP relaxation on our computer and get results, the only problem is that the

optimal value may not converge to the exact one.
Now we reformulate our problem with sparsity as

iI;f f(x)

ot fi(x) 2 0,i € Lpy,i=1,...,p;
9i(x) =0,j € I, =1,...,¢q

with sparse moment relaxation

inf Ly (f)

Md(yalk) = an(l) = 17k = 17"'am;
s.t. Md—wi(fiya Ik(l)) t 077’ S Ik(z)72 - 17 R 2
Md*T]' (gjy7Ik(j)) = 07] € Ik:(])a] = 17 -5 q.

Apply the sparse relaxation on the full problem of RMCP

max CTﬂUL
x,z

Zi—Aixi_l—bi=0,i=1,...,L;
s.t. :L‘z‘(fL‘l'—Zi):O,JIZ’ZZZ',:I,‘@'ZO,Z':L...,L;
—e<x—zx<e.

Note that when adding the extra variables z;, the result of the first order SDP relaxation is the same
as when not adding these z; (this statement requires proof, it will be added in the later work of my
internship), so that we may use a higer order relaxation with this new formulation to compare the
existed results. We define a sparsity pattern on it

I, = {22-1,...,zfi;x}_l,...,xfial}ji =1,...,L;

J; = {z},...,zfi;x%,...,xfi},i =1,...,L.

where

CTJUL e R[X,[;
2 — Alwi g — bl € R[X),Vi,i=1,...,L;

mi(l‘z - sz’)’mg - sz"‘rg € R[XJsz]vl =1,... ,L;
) =3 e, —2) + 7 +e,€ RXp],V,.

Unfortunately, even though the terms z] (z] — z)),x] — z], 2] are extremely sparse, there’s an affine

constraint z; — A;x;_1 — b; = 0 involving p;_1 + 1 variables where p; 1 is the dimension of the activation
1+pi—1+d

d
Normally, p;—1 can be very large (> 500), which gives severe burden to the solver. Therefore, we propose
the following squared-constraint sparse relaxation and heuristic relaxation to improve it.

vector x;_1. The size of the localizaiton matrix with respect to this constraint is ~ dPi-1,



3.4 Squared-constraint sparse relaxation (SCSR)

The purpose of methods proposed in Subsection and Subsection is to solve problems with some
sparsity patterns, but some of the constraints involve a large number of variables. Different from nearly-
sparse method [24], our methods can be applied when more than one constraint violate the sparsity.
Precisely, assume we have the problem

ir;f f(x)

gi(x)=0,j=1,....q

where g;(x) = >0, 9;k(%),9jx € R[Xp,],j =1,...,q. We assume that g; involves a large number of
variables, so that it destroys the sparsity. The problem is equivalent to

inf  f(x)

X

o JIix) 200 e ,i=1,....p;
gj(x)2 = 07.] = 1,---,(]

by taking squares on each equality constraint. The idea is to replace the localization matrix of the

large-size constraints My, (g?y) = 0 by moment constraints Ly (g?) > 0, i.e. we fix the order of this

localization matrix to be 1.

For the squared-constraint sparse relaxation, we don’t apply finer sparsity in the moment constraints,
i.e. we consider the moment relaxation problem with the same sparsity pattern as in sparse relaxation:

inf - Ly(f)

Ma(y, Ie) = 0,y(1) = 1,k=1,...,m
s.t. Md—wl(fz}ﬁfk(z)) t 07Z S Ik(l)vz = 17 R
Ly(gf) :Oaj = 17"'7(]

Lagrangian
P
L(Y7X7M)2<f7 > <X07Md ZXZ?Md Wi f’L +Z“] 95,y
=1
P
=ZMMWWZ&W—Z@Q]%M+ZWZ%W
a =1 « 7=1 «a
q
=5 (o = X B = Y060 Cu) + D i )
a0 i=1 j=1
P q
— (X0, Bo) = Y _(Xi,Cig) + > pigjo
i=1 j=1
—(Xo, Bo) — 211 (X3, Cio) + 2201 159505
lgfL(y, X, ,LL) = if fa + E?:l HiGj.a = <X07 Ba) + Zf:1<Xi7 Ci,a)v « 7é 0?

—00, otherwise.

and the SDP form of its dual problem is

p

sup A= —» (Xok Bro) — ZZ iks Ci k0 +Zﬂggg

Xop k=1 k—=1icly

fOé + 23:1 Hjgj,e = Zk: supp(a) €€l <X0,k7 Bk,&> + Zk: supp(a) €€l Zielk <Xi,k7 i,k a) « 7é 0;
s.t. Xo,ktoni,ktoaielkvkzl)"wp;
W ERj=1,....q

10



Reformulization

q p
> far®+ > 1Y gier® = (X0, Y Bax®) + Y (X, Z Ciar®)
a j=1 o a i=1

<XuCzO + ZMJQJO
1 7j=1

M'ﬁ

— (Xo, Bo) —

x) + Zu;gg = (Xo,va(x)va(x)") + Y _(Xi, fix)va(x)va(x)") + A

s.
i M*@ .
A I

q
=f(x) = A =0oo(x +Zf1 oi(x) = Y 1jgi(x), 00,04 € Xa, p1; €R

as well as the SOS form

sup A
o[

Fx) =X =370 (00k(x) + Xier, oik(¥) fi(x)) + 2114 1y95(x);
s.t. 00,k 04k Ezd[X[k],iEIk,k::L...,p;

/’LJ eR’j:]'?"'?q

Different from sparse relaxation, we change the affine constraints z; — A;x;_1 —b; = 0 to the quadratic
constraints ||z; — A;z;_1 — b;||> = 0 within (]@ , in order to create new cliques of size 2 that
will be helpful to our modeling later (see Subsection @ . We use the fact that a = b = 0 if and only if
a’ = b = 0 if and only if a® + b = 0.

max cTasL
T,z

25:1 l|zi — Aizi_1 — b]|? = 0, (union version)
|zi = Aiwio1 — bi]|* =0,i=1,...,L, (separate version)
zi(wi —2) =0,y > 2z, > 0,0 =1,...,L;

—e<zrx—z<e.

The corresponding g; is ||z; — A;r;_1 — b;||*> (for the separate version) or ZiL:1 ||2i — Ajzi_1 — by||? (for
the union version). We propose the following sparsity pattern

={Zat . 2P i=1,...,Lj=1,...,p;

Jg:{zg;x%,...,mi hi=1,...,L,j=1,...,p;
where

lap e R[le];

zg'—Af“xi_l bi € R[X, ]Vjvl—l L

mf(:vf—zj) $J_Z ,x GR[ JijLVj,z':l,...,L;

-3 4, -l +3 +e, € R[X 1], V5.

this method contains a linear constraint with 1 + p;_1 variables which runs faster than the sparse relax-
ation. However, we can even do better by expanding the quadratic terms further.

3.5 Heuristic relaxation (HR)
The heuristic relaxation handles the same problem as squared-constraint sparse relaxation:
ir)if f(x)
" {fi(x) > 0,0 € I(iyyi =1y, p;
gj(x)2 =0,7=1,...,q

11



where g;j(x) = >, 9;6(x), 95k € R[X],j = 1,...,¢. The only difference is that in the moment
relaxation, we add the moment of g;; with respect to each clique separately,

inf L
ly y(f)
Md(y,Ik) _>‘ 0, y(l) = 1,]{7 = 1, ey P

s.t. Mdfwi(fiY7Ik) =00 €l k=1,...,p;
Zizl Ly(gj,k:v Ik) = 07] = 17 -5 q-
Now in the moment problem, for the constraints involving 1 4 p;_; variables, we only have linear mo-

ment constraints with cliques of size 2. A direct advantage of this trick is that it reduces greatly the

computation time, so that it is potential to deal with large neural networks.
When applying heuristic relaxation to (SC-RMCP)),

max CTI‘L

T,z
SE Nz — Ay — bi2 =0, (union version)

.t |2 — Ajri_q — b2 =0,i=1,... L, (separate version)
zi(ri —2z) = 0,2 > 25,0 > 0,i=1,..., L;

—e<x—zx<Le.

the corresponding g; is ||z; — A;x;_1 — bi||* (for the separate version) or EiL:1 ||2i — Ajzi1 — bi|)? (for
the union version). We propose the following sparsity pattern

IZ'L :{Zg;l‘f_l},Z:l,...,L,] :17"'7pi>k:1a"'7pi*1;
T =] e b= L L =1 pi k=1, pi;
K] ={fal}i=1, .. Lj=1,.p

for objective function, we have

pPL
Aoy = E ciry = clle + ng% 4+ e aht
i1 \\T’ \\g/ ~——
Ky Ky KL

for ReLU constraints and attack constraints, we have

Jiod J_J .J J.
(@ — 7)) — 7,1 € K

xT

o S L
¥ - e, -2l +T +ee ).

12



for quadratic constraints, we expand the squares and classify the cliques explicitly

Pi—1Pi—1

(z —Aj’aﬁzl—b] —i—ZZA]kA]lflwll—i-(bz)
k=1 1=1
Pi—1 Pi—1

+QZbJA’kx_1—QZAJ’k Ak — 2l

= (2])? +<b€) —Wzﬁ—?zﬁfﬂ’ ol + (2l )2 (AP + 26 A )

!
—22] AT?a? | + (2 ))2(AD?)? + 2] A)?a}
2

_ 2Z]A]7pz 1 fL 11 +( pz 1) (A]7pz 1) +2b7A]7pz 1 fz 11

JPi—1
I’L

+2AJ1A]2 1 1% 1+2AJ,1AJ3 1 1332 L+ +2AJ1A]7P7. 1 21 1xf211

-~

J.1‘2 J1,3 Jl,pi_l

K3 K3 i

—|—2AJ’2AJ3 2 11.1 1+2AJ’2AJ4 2 11,1 L+ +2AJ72AJ7PI 1 22 13;1;3111

2,3 2,4 2,p;—
J J; J 1

]71’111]717;1171111711
-+ 24; A; A

Pi—1—1.pi—1
J;

In summary, for squared-constraint sparse relaxation and heuristic relaxation, we only consider the
moment constraint (first-order of localization matrix) of the quadratic terms ||z; — A;z;_1 — b;||>. No
matter whether we consider the full clique or the separate couple of cliques, we save a lot of time in
implementation.

4 Numerical Results

In this section, we apply the four methods stated before to some randomly generated neural networks,
and compare the results with SDP-cert method in [17].
4.1 Review of the certification problem and the corresponding POP
First recall the original RMCP:
max  Fy (z)y — Fw(z)y = (¢ —¢) a1
¢ :Ei:RGLU(Ai.%‘i,1+bi),’i:1,...,L;
s.t.
|z — Z||oo < e.

the reformulized [RMCP

max cTa:L
T,z

—Aixz;l—bi:o,izl,...,L;
st. Sxi(r; —2)=0,2; > z;,2; >0,0=1,...,L;
—e<x—zxz<Le

13



and the squared-constraint RMCP (SC-RMCP)):

max CTCCL

T,z
l|zi — Aswi_1 —bi||>=0,i=1,...,L; (separate version)
ot Sz — Ay — by = 05 (union version)
zi(wi —2) =0,2; > 2,2y > 0,0 =1,...,L;

—e<zx—x<e.

4.2 Experimental setting

For the implementation, we randomly generate neural networks in dimension 3, 4, 5, 6 with only one
hidden layer (L = 1), set range of perturbation € to 0, le-6, le-5, le-4, le-3, le-2, le-1, 2e-1, 3e-1, 4e-1,
6e-1, 8e-1, 1, and do experiments with different relaxation methods of different orders d (dense relaxation:
d = 1, 2; sparse relaxation: d = 2; squared-constraint sparse relaxation: d = 2, 3, 4, 5; heuristic relaxation:

d=2).

4.3 Results and discussion

Objective value of different methods in different dimensions (take dim. = 6 for an example)

18C_)bjective value w.r.t. e of different methods in dimension 6

~ —DRord2
-l /, --DRord1
—SRord2
o Mf o SCSRv1ord2
= SCSRv1ord3
= 2y SCSRv1ord4
% ol SCSRv1ord5
2 —SCSRv2ord2
S 4l - SCSRv2ord3
, S—— e SCSRv2ord4
6 h L | SCSRv2ord5
‘ —HRv10rd2
o 5 P 3 p p o HRv2ord2

Figure 3: Objective value w.r.t. ¢ of different methods, L = 1,pg =p1 =6

In Figure|3| we use the log scale for . As we can see from the plot, when ¢ is small (for example, £ < 0.01,
i.e. logjpe < —2, which represents the left part of Figure , there’s only a tiny gap between the heuristic
relaxation and the dense relaxation while the time reduction of heuristic method is remarkable (see Figure
. As the dimension increases, at the same ¢ level, the gap between heuristic relaxation and the dense
relaxation also increases, which is a bad sign for our implementation in networks with higher dimension.
Nevertheless, from the preliminary experiments we have, when € is small, the results of second-order
heuristic relaxation (7.08, ¢ = 0.01) is much better than that of first-order dense relaxation, i.e. SDP-
cert (14.4, ¢ = 0.01, the double of 7.08). This means we get a better results than in [I7] in low dimension
with less computation time. Also notice that sometimes there are numerical issues: we couldn’t solve
the problem or we couldn’t tell whether the result we get is optimal or not . From Figure |3| we see
that there are two factors that possibly cause numerical issues: one is the range of €, as ¢ gets larger
(e > 0.01), numerical issue occurs in heuristic method; another one is dimension, as the dimension gets
bigger, even at a level € where numerical issues don’t occur in lower dimension, we start observing some
numerical issues, see Figure
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Objec%ive value w.r.t. e of different methods in dimension 3 Objec%ive value w.r.t. e of different methods in dimension 4

—+—DRord2 —+—DRord2
/" |-—-DRord1 ——-DRord1
25 ——SRord2 6 —— SRord2
] ; SCSRv1ord2 2 / SCSRv1ord2
© -~ ~SCSRv1ord3| © 5 ~—-SCSRv1ord3|
; 2 SCSRv1ord4 ; SCSRv1ord4
> SCSRv1ord5 >4 SCSRv1ord5
B1s ——SCSRv20rd2 B ——SCSRv2ord2
2 SCSRv20rd3 Q45 SCSRv20rd3
2 SCSRv20rd4| 2 SCSRv20rd4|
1 ——~SCSRv2ord5| 2 =¥ ———-SCSRv2ord5|
——HRv1ord2 ——HRv1ord2
o5 — —-HRv2ord2 1 ——-HRv2ord2
"6 5 4 3 2 - 0 6 5 4 3 2 El 0
log o€ log 10 €
Obje::‘t‘ive value w.r.t. e of different methods in dimension 5 Obje%ive value w.r.t. e of different methods in dimension 6
, |—+—DRord2 —+—DRord2
/" |-—-DRord1 16 ——-DRord1
42 ——SRord2 ——SRord2
2 SCSRviord2 Q14 SCSRviord2
10 SCSRv1ord3 © SCSRv1ord3
; SCSRv1ord4 ; 12 SCSRv1ord4
> 8 SCSRv1ord5 > -SCSRv1ord5
3 ——SCSRv20rd2, 510 ——SCSRv20rd2,
D 5 ~—-SCSRv2ord3| Q9 ~—-SCSRv2ord3|
2 SCSRv20rd4| | 8 2 SCSRv20rd4|
% -~SCSRv20rd5 - 3 SCSRv20rd5
——HRv1ord2 6 “<i . /0 |——HRviord2
2 — —-HRv2ord2 n ¥ — —-HRv2ord2
- 6 5 4 3 2 El 0
log 10€

Figure 4: Running time w.r.t. € of different methods in different dimensions

Average running time of different methods in different dimensions

Running time w.r.t. dimension of different methods

\ T T T T I T
3l —dimension 3|
\ . .
~ —dimension 4
o 251\ . . 1
2 \
o S dimension 5
(o) 24\ N . . H
= '\ —dimension 6
O 15F /[ \ B
E \ / N ) BT Ry AT
= 1 \\ /i \\ o N B N
8’ \ / B N\ _ N
= 05F \ y o L= \\l ‘ / \ 4
c \ \ / g - O e
et o N .
E 0 — N -
-0.5 3
A L L L Il Il | | | | |
N = N N [a2) < w0 N ™ <t [X] N N
S o S S S g ° o ° el ° o S
(e} [e] (e} o ] ] [e] [e] [e] [e] [e] o o
4 4 v4 — — - — [ N N N ~ N
o a %) - > > > = > > > - 3 >
(0 x (1 x e x 0 x ( [0
n () ) ) ) ] n n &£ b
O O O (@] (@] O (@] (@]
%) () %) ) ) ) ) )

relaxation methods

Figure 5: Running time of different methods in different dimensions

The timings in the plot are all log-scaled, which refers to the y-axis of Figure[5] From Figure [ we can see
that as the dimension increases, the computing timings of dense relaxation increase exponentially (from
dimension 3 to 6, the log-scaled computation timings are 0.3, 1.3, 2.4, 3.4, respectively) while the heuristic
relaxation increases nearly linearly, which allows us to deal with neural networks with more layers and
more neurons. In the same dimension (remarkably in high dimension, take dim. = 6 for example), the
computation timings of dense relaxation (103# seconds) and sparse relaxation (10*! seconds) are very
expensive, while the heuristic method is much cheaper (107 ~ 5 seconds). Even though the heuristic
relaxation still takes more time than first-order dense relaxation (SDP-cert, 107946 ~ 0.34 seconds), for
¢ small enough, the heuristic relaxation gets much better results (7.0, almost as good as second-order
dense relaxation) than what SDP-cert gets (14.4, the double of 7), see Figure
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5 Conclusion and Future Work

5.1 Summary of our contribution

In this work, we apply moment relaxation methods to the RMCP certification problem arising in deep
networks. We propose a heuristic method for the RMCP with specifically structured squared constraints.
We compare the results of moment relaxations based on Lasserre’s hierarchy with the SDP-cert method
from [I7]. Our numerical experiments indicate that the heuristic relaxation performs better than the
other ones.

5.2 Interpretation of the result

The preliminary results for the small networks are exciting. From Figure |3| and Figure [5 we see that the
heuristic method takes much less time but gets much better results, even though the result is for some
naive neural networks. The only problem is that we need to be careful with the numerical issues when
we increase the dimension, when we increase the order of our relaxation and when we enlarge the range
of perturbation.

5.3 Future work

The next step of our work is to train networks as in [17] (Grad-NN, LP-NN, PGD-NN), apply our
heuristic methods to them, and compare our performance with SDP-cert. If the heuristic methods
performs well, it is possible to use such moment relaxation in broader optimization problems (with other
tricks of course). For more complicated networks such as CNN, specific sparsity structures shall allow
us to apply our SDP-based methods.

6 Acknowledgement

I would like to express my great appreciation to my three advisors: Edouard Pauwels, Victor Magron,
and Jean-Bernard Lasserre, for accepting me as a member of their project, for teaching me how to do
research and write report, and for taking me into the world of optimization. I also would like to thank
Christophe Giraud, for giving me the opportunity to do Master in StatML.

16



References

1]

[2]

[11]

[12]

[13]

Anish Athalye, Logan Engstrom, Andrew Ilyas, and Kevin Kwok. Synthesizing robust adversarial
examples. arXiv preprint arXi:1707.07597, 2017.

Akhilan Boopathy, Tsui-Wei Weng, Pin-Yu Chen, Sijia Liu, and Luca Daniel. Cnn-cert: An efficient
framework for certifying robustness of convolutional neural networks. In Proceedings of the AAAI
Conference on Artificial Intelligence, volume 33, pages 3240-3247, 2019.

Didier Henrion, Jean-Bernard Lasserre, and Johan Loifberg. Gloptipoly 3: moments, optimization
and semidefinite programming. Optimization Methods € Software, 24(4-5):761-779, 2009.

Cédric Josz. Application of polynomial optimization to electricity transmission networks. PhD
manuscript, arXiw preprint arXiv:1608.03871, 2016.

Zico Kolter and Aleksander Madry. Adversarial robustness - theory and practice. https:
//adversarial-ml-tutorial.org/), 2018.

Jean-Bernard Lasserre. Global optimization with polynomials and the problem of moments. STAM
Journal on optimization, 11(3):796-817, 2001.

Jean-Bernard Lasserre. Convergent sdp-relaxations in polynomial optimization with sparsity. STAM
Journal on Optimization, 17(3):822-843, 2006.

Jean Bernard Lasserre. An introduction to polynomial and semi-algebraic optimization, volume 52.
Cambridge University Press, 2015.

Monique Laurent. Semidefinite relaxations for max-cut. In The sharpest cut: The Impact of Manfred
Padberg and his work, pages 257-290. STAM, 2004.

Monique Laurent. Sums of squares, moment matrices and optimization over polynomials. In Emerg-
ing applications of algebraic geometry, volume 149 of IMA Vol. Math. Appl., pages 157-270. Springer,
New York, 2009.

Johan Loéfberg. Yalmip: A toolbox for modeling and optimization in matlab. In Proceedings of the
CACSD Conference, volume 3. Taipei, Taiwan, 2004.

Jiajun Lu, Hussein Sibai, Evan Fabry, and David Forsyth. No need to worry about adversarial
examples in object detection in autonomous vehicles. arXiv preprint arXiv:1707.03501, 2017.

Aleksander Madry, Aleksandar Makelov, Ludwig Schmidt, Dimitris Tsipras, and Adrian Vladu.
Towards deep learning models resistant to adversarial attacks. arXiv preprint arXiv:1706.06083,
2017.

Christoph Molnar. Interpretable machine learning. https://christophm.github.io/
interpretable-ml-book/}, 2019.

APS Mosek. The mosek optimization software. Online at http: //www. mosek. com, 54(2-1):5,
2010.

Aditi Raghunathan, Jacob Steinhardt, and Percy Liang. Certified defenses against adversarial
examples. arXiw preprint arXiv:1801.09344, 2018.

Aditi Raghunathan, Jacob Steinhardt, and Percy Liang. Semidefinite relaxations for certifying
robustness to adversarial examples. In Advances in Neural Information Processing Systems, pages
10877-10887, 2018.

Bruce Reznick. Some concrete aspects of hilbert’s 17th problem. Contemporary mathematics,
253:251-272, 2000.

Naum Zuselevich Shor. Nondifferentiable optimization and polynomial problems, volume 24. Springer
Science & Business Media, 2013.

17


https://adversarial-ml-tutorial.org/
https://adversarial-ml-tutorial.org/
https://christophm.github.io/interpretable-ml-book/
https://christophm.github.io/interpretable-ml-book/
http://www. mosek. com

[20]

[21]

22]

28]

[29]

Gagandeep Singh, Timon Gehr, Matthew Mirman, Markus Piischel, and Martin Vechev. Fast and
effective robustness certification. In Advances in Neural Information Processing Systems, pages
10802-10813, 2018.

Gagandeep Singh, Timon Gehr, Markus Pilischel, and Martin Vechev. An abstract domain for
certifying neural networks. Proceedings of the ACM on Programming Languages, 3(POPL):41, 2019.

Hayato Waki, Sunyoung Kim, Masakazu Kojima, and Masakazu Muramatsu. Sums of squares and
semidefinite program relaxations for polynomial optimization problems with structured sparsity.
SIAM Journal on Optimization, 17(1):218-242, 2006.

Hayato Waki, Sunyoung Kim, Masakazu Kojima, Masakazu Muramatsu, and Hiroshi Sugimoto. Al-
gorithm 883: Sparsepop—a sparse semidefinite programming relaxation of polynomial optimization
problems. ACM Transactions on Mathematical Software (TOMS), 35(2):15, 2008.

Tillmann Weisser and Jean-Bernard Lasserre. Solving nearly sparse polynomial opti-
mization problems. http://homepages.laas.fr/tweisser/drupal/sites/homepages.laas.fr.
tweisser/files/ul07/nearly_sparse_final.pdf, 2017.

Tsui-Wei Weng, Huan Zhang, Hongge Chen, Zhao Song, Cho-Jui Hsieh, Duane Boning, Inderjit S
Dhillon, and Luca Daniel. Towards fast computation of certified robustness for relu networks. arXiv
preprint arXiw:1804.09699, 2018.

Tsui-Wei Weng, Huan Zhang, Pin-Yu Chen, Aurelie Lozano, Cho-Jui Hsieh, and Luca Daniel.
On extensions of clever: A neural network robustness evaluation algorithm. In 2018 IEFEE Global
Conference on Signal and Information Processing (GlobalSIP), pages 1159-1163. IEEE, 2018.

Tsui-Wei Weng, Huan Zhang, Pin-Yu Chen, Jinfeng Yi, Dong Su, Yupeng Gao, Cho-Jui Hsieh, and
Luca Daniel. Evaluating the robustness of neural networks: An extreme value theory approach.
arXw preprint arXiw:1801.10578, 2018.

Eric Wong and Zico Kolter. Provable defenses against adversarial examples via the convex outer
adversarial polytope. arXiv preprint arXiww:1711.00851, 2017.

Huan Zhang, Tsui-Wei Weng, Pin-Yu Chen, Cho-Jui Hsieh, and Luca Daniel. Efficient neural
network robustness certification with general activation functions. In Advances in neural information
processing systems, pages 4939-4948, 2018.

18


http://homepages.laas.fr/tweisser/drupal/sites/homepages.laas.fr.tweisser/files/u107/nearly_sparse_final.pdf
http://homepages.laas.fr/tweisser/drupal/sites/homepages.laas.fr.tweisser/files/u107/nearly_sparse_final.pdf

7 Appendix

7.1 Proof of convergence of squared-constraint sparse relaxation

Suppose we have a squared-constraint problem (without sparsity):
ff=inf f(x)
X

fl(x) > O7Z = 17>pa
s.t.
| Az — b|J2 = 0.

and the moment relaxation:
Pd = igf Ly(f)

My(y) = 0,y(1) =1;
st. § My_o,(fiy) = 0,i=1,...,p; (10)
Ly (|| Az — b]|*) = 0.

For d > 1, let y% be an optimal solution of . We assume that fi(z) = 1 — ||x||?> by normalization,
and that f1(x) can be expressed as a weighted sum of squares with respect to f;. Then we have Lya(f1) >
0, thus y? is in the unit ball B; of the normed space lo, (by completing y¢ with zeros to make it an
infinite vector in I ). By Banach-Alaoglu Theorem, there exists a subsequence {dj}r>1 and y* such
that y% — y* as k — +oo for the weak-* topology o(ls,l1) of lo. This means that limg_, o y% =y
for all . We need a lemma for the following discussion:

Lemma 7.1. (Dual side of Putinar’s Theorem)The sequencey has a representing measure supported
on K:={f; >20,j=1,...,q} if and only if for all d > 1, My(y) = 0, Mg, (f;y) = 0.

Proof. (Sketch) The proof is based on Riesz-Haviland Theorem (Theorem 2.34, [§]), Putinar’s Repre-
senting Theorem (Theorem 2.15, [§]) and the fact that (u, My(y)u) = Ly(u?), (u, Mg(hy)u) = Ly (hu?)
for all u € R[x]. The detailed proof can be referred to [§] (Theorem 2.44). O

Now, let us prove that My(y*) = 0. By definition of y?, we have Mg, (y) = 0 for all k > 1. Then for
all d < dg, My(y%) = 0 since My(y®) is a submatrix of My, (y%). Let k — 400, we get My(y*) = 0 by
continuity of My(+). Similarly, we can prove that My, (fiy*) = 0. By lemma(7.1] y* has a representing
measure ¢ supported on I' := {f; > 0,i=1,...,p}, but then we have

_ : 2\ _ 2\ 2
0= lim Lyo (142 = b|%) = Ly~ (|l 4z ~ 8| >—/F|1A:c—b|| dg

Therefore, ¢ is also supported on {Ax — b = 0}, thus supported on Q@ =T'N{Ax — b= 0}. Let f* be an
optimal value of @, we have

4> lim Lydk(f):/gfakj)zf*

~ k—+oo

which means limg_ 100 pg, = f* = fQ fd¢. In particular, if the global minimizer x* is unique, then
¢ = 51* and limd_>+oo Pd = f*
7.2 Numerical results of Section 4

This section is the full information of all the preliminary experimental results in Section [ where we
randomly generate network parameters in dimension 3, 4, 5, 6 and set range of perturbation ¢ to 0, 1e-6,
le-5, le-4, 1e-3, le-2, le-1, 2e-1, 3e-1, 4e-1, 6e-1, 8e-1, 1, and do experiments with different parameters
(dimension, €, order, etc.).

Notations

e Ord. = relaxation order;

e ¢ = range of perturbation;

19



e Res. = results;
e obj. = objective value;

e stat. = status of solution (1 means that optimal value is extracted, 0 means that optimal value
cannot be ensured, —1 means that no optimal value can be extracted);

e DR = dense relaxation;

e SR = sparse relaxation;

e SCSRv1 = squared-constraint sparse relaxation (union version);

e SCSRv2 = squared-constraint sparse relaxation (separate version);
e HRv1 = heuristic relaxation (union version);

e HRv2 = heuristic relaxation (separate version);

e rat. = ratio of gap (obj. of current method / obj. of dense method order 2 x100%).

Robustness margin certification problems (RMCP)

max  Fyy(z)y — Fw(z)y = (¢y — ¢5)"ar,
) {x = ReLU(Ajzi—y + bi),i=1,...,L;

||z — Z||oo < e.
POP form of RMCP

max CT:L'L

T,z
Zi—Ail‘i_l—biZO,’i: 1,...,L;
st. Sxi(r; —2) =02 > 25,2, >0,0=1,...,L;

—e<zrx—x<e.
Squared-constraint RMCP (SC-RMCP)

max CT;UL

T,z
||z — Ay —bi|[? =0,i=1,...,L; (separate version)

ot Zf:l ||zi — Aswi—1 — bi]|* = 0; (union version)
ri(x; —2) = 0,2 > 25,2, > 0,i =1,..., L;

—e<zx—z<Le
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