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Motivation: Adversarial Example

+ =

This is a panda! This is a gibbon!
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Adversarial Example

δ1 = argmax∥δ∥≤ε l(x+ δ, y ; θ)
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Adversarial Training

θ1 = argminθ E(x,y)∼D

[
max∥δ∥≤ε l(x+ δ, y ; θ)

]
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Adversarial Example

δ2 = argmax∥δ∥≤ε l(x+ δ, y ; θ1)
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Adversarial Training

θ2 = argminθ E(x,y)∼D

[
max∥δ∥≤ε l(x+ δ, y ; θ)

]
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Certified Training

θ∗ = argmin
θ

E(x,y)∼D
[
l̃(x, y , ε; θ)

]
• l̃ convex, and l̃(x, y , ε; θ) ≥ max∥δ∥≤ε l(x+ δ, y ; θ).
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Lipschitz Constant Controls Robustness

• Let f : X → R:

Lpf = inf
x,y∈X

{L : |f (x)− f (y)| ≤ L · ∥x− y∥p}.

• Let L(θ) be the (global) Lipschitz constant of l(x, y ; θ), then

max
∥δ∥≤ε

l(x+ δ, y ; θ) ≤ l(x, y ; θ) + L(θ) · ε =: l̃(x, y , ε; θ).
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Lischitz Constants of Neural Networks

• Let f : X → R,

Lpf = inf
x,y∈X

{L : |f (x)− f (y)| ≤ L · ∥x− y∥p}.

• If X is convex, f is smooth,

Lpf = sup
x∈X

∥∇f (x)∥∗p = sup
x∈X

{tT∇f (x) : ∥t∥p ≤ 1}.

Tong Chen (toch@di.ku.dk) (Machine Learning Section, DIKU) — Sparse Polynomial Optimization — March 21, 2024

Slide 10/23

mailto:toch@di.ku.dk


Outline

1 Part I: Motivation and Background

2 Part II: Polynomial Optimization

3 Part III: Experiments and Future work

Tong Chen (toch@di.ku.dk) (Machine Learning Section, DIKU) — Sparse Polynomial Optimization — March 21, 2024

Slide 11/23

mailto:toch@di.ku.dk


Polynomial Optimization

Polynomial optimization problem:

min
x

f (x) (POP)

s.t. gi(x) ≥ 0, i = 1, . . . , p,

where f , gi are polynomials.

• Non-convex, NP-hard.
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From Hard to Easy:

K := {x : gi(x) ≥ 0, i = 1, . . . , p}

min
x

{f (x) : x ∈ K} (non-convex)

↓
max
ρ

{ρ : f − ρ ≥ 0 over K}

≤
max
ρ

{ρ : f − ρ = σ2 +

p∑
i=1

λ · gi , λ ≥ 0}

↓
semidefinite program (SDP) (convex)
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An Example:
K := {(x1, x2) : g(x1, x2) = 1− x21 − x22 ≥ 0} ⊆ R2

min
x1,x2

{x1x2 : (x1, x2) ∈ K}
↓

max
ρ

{ρ : x1x2 − ρ ≥ 0 over K}

≤

max
ρ

{ρ : x1x2 − ρ = σ2 + λ · g , λ ≥ 0}
↓

x1x2 −
(
− 1

2

)
︸ ︷︷ ︸

ρ

=

(
x1 + x2√

2

)2

︸ ︷︷ ︸
σ2≥0

+
1

2︸︷︷︸
λ≥0

· (1− x21 − x22 )︸ ︷︷ ︸
g≥0
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Recall: Lischitz Constants of NN

• Let f : X → R,

Lpf = inf
x,y∈X

{L : |f (x)− f (y)| ≤ L · ∥x− y∥p}.

• If X is convex, f is smooth,

Lpf = sup
x∈X

∥∇f (x)∥∗p = sup
x∈X

{tT∇f (x) : ∥t∥p ≤ 1}.
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Semialgebraicity

x1

x2

L2 norm

x1

x2

L∞ norm

x

y

ReLU

x

y

∂ReLU
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Algorithms

• LP-3/4: 3rd-/4th-degree Linear Programming (LP);

• SDP-1/2: 1st-/2nd-order Semidefinite Programming (SDP);

• LBS: lower bound by random sampling.
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Random (80,80) MLP


∗ ∗ ∗ ∗ 0 0 · · · 0 0 0 0 0 0
∗ ∗ ∗ ∗ ∗ 0 · · · 0 0 0 0 0 0
∗ ∗ ∗ ∗ ∗ ∗ · · · 0 0 0 0 0 0
∗ ∗ ∗ ∗ ∗ ∗ · · · 0 0 0 0 0 0
0 ∗ ∗ ∗ ∗ ∗ · · · 0 0 0 0 0 0
0 0 ∗ ∗ ∗ ∗ · · · 0 0 0 0 0 0
...

...
...

...
...

...
. . .

...
...

...
...

...
...

0 0 0 0 0 0 · · · ∗ ∗ ∗ ∗ 0 0
0 0 0 0 0 0 · · · ∗ ∗ ∗ ∗ ∗ 0
0 0 0 0 0 0 · · · ∗ ∗ ∗ ∗ ∗ ∗
0 0 0 0 0 0 · · · ∗ ∗ ∗ ∗ ∗ ∗
0 0 0 0 0 0 · · · 0 ∗ ∗ ∗ ∗ ∗
0 0 0 0 0 0 · · · 0 0 ∗ ∗ ∗ ∗
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Random (80,80) MLP
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MNIST (784, 500) MLP

SDP-2 SDP-1 LP-3 LBS

bound 14.56 17.85 OfM 9.69
time (s) 12246 2869 OfM -
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Future Work
Exploiting sparsity:

x1

x2

x3

y1

y2

y3

z1

z2

z3

I = {xi , yj , zk} = I1 ∪ I2

I1 = {xi , yj} I2 = {yj , zk}

81 = 92 = |I1 ∪ I2|2 −→ |I1|2 + |I2|2 = 62 + 62 = 72
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Thank you!
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Attack v.s. Defense

adversarial example

defend

��

(sound) verification

train

��

adversarial training

attack

DD

certified training
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NN Verification

verification:
∀x ∈ X , y = F (x) ∈ Y

input spec X output spec Y function F

YES NO
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Robustness Verification
• F : X → RK , classification;

• Fk := F (·)k , y(x0) = argmaxk Fk(x0);

• Fix x̄, take B := {x : ∥x− x̄∥p ≤ ε}.

∀x0 ∈ B, y0 := y(x0) = y(x̄) =: ȳ ,

⇕

Fk(x0) < Fȳ (x0), ∀k ̸= ȳ ,

⇕

Fk(x0)− Fȳ (x0) < 0, ∀k ̸= ȳ .
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Completeness and soundness
verification:

∀x ∈ X , y = F (x) ∈ Y

YES NO

guaranteednot guaranteed guaranteed not guaranteed

soundunsound complete incomplete

exact
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Examples
• sound (not complete) approach:

• complete (not sound) approach:
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Sound Verification

• Robustness verification: given input x0 and its prediction y0,

∀x ∈ N (x0), y(x) = y0?

• Lipschitz constant estimation: given network F and input domain
X , find

LFX ≤ L̃FX .
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History of NN Verification

DNN < 100

CNN > 100K

(complete verifiers)

SAT, MILP

(incomplete verifiers)

BP, convex relaxation

+ branch and bound

+ GPU B&B

2017

2018

2020

now
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Incomplete approach: convex relaxation
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Lasserre’s Hierarchy [Lasserre01]
convexity type bound complexity

non-convex POP f ∗ NP-hard
↑ ↑ = ↑
...

...
...

...
↑ ↑ ≤ ↑

convex SDPd ρd O(nd)
↑ ↑ ≤ ↑
...

...
...

...
↑ ↑ ≤ ↑

convex SDP2 ρ2 O(n2)
↑ ↑ ≤ ↑

convex SDP1 ρ1 O(n)
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Future Work

Paradox of certified training [Jovanovic22]:
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Future Work
Adversarial accuracy suffers from certified training
[Bartolomeis23]:
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