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Motivation: Adversarial Example

This is a panda! This is a gibbon!
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Adversarial Example

decision boundary

benign input adversarial example

class “panda”

class “gibbon”

61 = arg max|5|<c /(x +4,y;0)
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Adversarial Training

decision boundary

benign input

class “panda” class “gibbon”

01 = argming B, ,)up | maxs<c [(x +9,y;0)
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Adversarial Example

decision boundary

benign input adversarial example

class “panda”

class “gibbon”

02 = arg max|5<. /(x+0,y;01)
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Adversarial Training

decision boundary

benign input

class “panda” class “gibbon”

2 = argming E(, ,)up | maxs<c [(x +9,y;0)
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Certified Training

decision boundary

benign input

class “panda” class “gibbon”

0" = arg mein E(x,y)~D [T(X,y, €; 9)]

e [ convex, and I(x,y,&;60) > max|sj< /(x + 6, y;0).
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Lipschitz Constant Controls Robustness

o |letf X —R:

Lg = inf {L:[f(x) =)l < L-lx—yllp}

x,yeX

® Let L(0) be the (global) Lipschitz constant of /(x, y; ), then

max I(x+0,y;0) < I(x,y;0)+ L(#) - =: I(x,y,¢;0).

l6l<e
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Lischitz Constants of Neural Networks

o |letf: X = R,

L= inf {L:]F(x)— F(y)| < L-[lx—y],}.

X,yeX

e If X is convex, f is smooth,

L = sup V(o) = sup {£7 V() e, < 1}

p et
xeX
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Polynomial Optimization

Polynomial optimization problem:

min f(x) (POP)

X

st.gi(x)>0,i=1,...,p,

where f, g; are polynomials.

¢ Non-convex, NP-hard.
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From Hard to Easy:
K:={x:gi(x) >0, i=1,...,p}

mxin {f(x): x € K} (non-convex)

1
max {p: f — p > 0 over K}
p

VI
P
f—p= 2 A i A>0
max {p: f —p=0®+ Z:; g A >0}
1
semidefinite program (SDP) (convex)
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An Example:
K:={(x1,%):g0a, %) =1-x —x3 >0} CR?

min {x1x : (x1, %) € K}

X1,X2
1

max {p : x1x, — p > 0 over K}
p

VI

. _ 2

max {p:xxx —p=0-"+A-g, A >0}
p

1

1 X1+ X 2
XX — | — 5) = N +
—_——— N———
p 02>0
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Recall: Lischitz Constants of NN

o |letf: X = R,

L= inf {L:]F(x)— F(y)| < L-[lx—y],}.

X,yeX

e If X is convex, f is smooth,

L = sup V(o) = sup {£7 V() e, < 1}

p et
xeX
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© Part Ill: Experiments and Future work
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Algorithms

® LP-3/4: 3rd-/4th-degree Linear Programming (LP);
e SDP-1/2: 1st-/2nd-order Semidefinite Programming (SDP);

e LBS: lower bound by random sampling.
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Random (80,80) MLP

time

Algorithm
1000 il

; —— SDP-2
1007 —r.

1O-JL/—‘—“’°\‘ o LP-3

T -~ LP-4

o T e e ——
T T T T 1 T T T T T LBS
20 40 60 80 20 40 60 80

Sparsity
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MNIST (784, 500) MLP

SDP-2 SDP-1 LP-3 LBS

bound 14.56 17.85 OfM 9.69
time (s) 12246 2869 OfM -
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Future Work

Exploiting sparsity:

| = {x,,yJ,zk} =hLUb

/1:{Xi7yj} /2:{)/jazk}

81 =92 = |/1 U /2|2 — |I1|2 a4 |/2|2 = 6° +62 =72
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Thank you!
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Attack v.s. Defense
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NN Verification

verification:
Vxe X, y=F(x) €)Y
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Robustness Verification
e F: X — RK, classification:
e Fi = F( )k, y(xo) = arg max, Fi(xo);

e Fix X, take B := {x: ||x — x|, < ¢}.

Vxo € B, yo := y(x0) = y(X) = 7,
T
Fi(xo) < Fy(x0), Yk # ¥,
T
Fi(xo) — Fy(x0) <0, Vk # y.
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Completeness and soundness

verification:
Vxe X, y=F(x)e)

o

[not guaranteed} guaranteed [ guaranteed (not guaranteed]

[ unsound J sound [ complete [ incomplete]

~ 7

( exact )
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Examples
® sound (not complete) approach:

Decision boundary

m- o

e complete (not sound) approach:

-
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Sound Verification

® Robustness verification: given input xq and its prediction yp,

Vx € N(xo), y(x) = yo?

® Lipschitz constant estimation: given network F and input domain
X, find
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History of NN Verification

(complete verifiers)

DNN < 100 SAT, MILP 2017

I
I
<+

(incomplete verifiers)

! v
i BP, convex relaxation 2018
3 + branch and bound 2020
CNN > 100K + GPU B&B now
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Inc

Cone programming

Semidefinite programming

Second order cone programming

Quadratically constrained QP

Quadratic programming

Linear programming
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Lasserre's Hierarchy [Lasserre01]

convexity  type bound complexity

non-convex POP f* NP-hard

1 to 1
1 rov
convex SDPy Pd
1 tvi
1 v 1
convex  SDP, O(n?)
1 L 1
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Future Work

Paradox of certified training [Jovanovic22]:

Table 1: The Paradox of Certified Training: training with tighter relaxations leads to worse certified robustness,
failing to outperform the loose IBP relaxation. Tightness formalization and further details given in Section 3.

Relaxation Tightness  Certified (%)
IBP / Box 0.73 86.8
hBox / Symbolic Intervals 1.76 83.7
CROWN / DeepPoly 3.36 70.2
DeepZ / CAP / FastLin / Neurify 3.00 69.8
CROWN-IBP (R) 2.15 75.4
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Future Work

Adversarial accuracy suffers from certified training
[Bartolomeis23]:

COAP B AT COAP 1 AT
. 04 0.4 . 0.4
g g £ 8
5 03 =] 3 t 03
(5] L5
e % = %
§ 02 é 0.2 § ‘g 02
& o1 & 01 B @ 01
0 0 0
(a) £oo-ball (b) £o-ball

Figure 1: Standard and robust error of adversarial (dotted bars) and certified training (solid bars) on the
CIFAR-10 test set. Models were trained for robustness against: (a) ¢.-ball perturbations with radius
€0 = 1/255, and (b) £o-ball perturbations with radius e; = 36/255. We report the best performing certified
training method among many convex relaxations (FAST-IBP [32], IBP [9], CROWN-IBP [40, 43] and
COAP (38, 39]). We refer the reader to Section 2 for further details on the models and robust evaluation.
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